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(57)Abstract: 

PROBLEM TO BE SOLVED: To further surely protect 
transmission data by deciding the kind of ciphering to be 
applied corresponding to the management information of data, 
enciphering the data and transmitting them together with 
management information. 

SOLUTION: The mode decision means of a transmitter 101 
decides the group of a cryptographic key to be used 
corresponding to the contents of the copy management 

information of video data or the like to be transmitted and ~ h j ^- p#: 

outputs it to a key generation means as cipher mode 
information. The key generation means generates a key to be 

used for enciphering within the decided group (A or B) of the :> m: . ^ 

key, based on it When information is sent from a mode 
detection means, the key obtaining means of a receiver 102 
sends the transfer request of key information for starting the 
obtaining of the key to a D-IF1394 input/output means 102a. 
The key obtaining means sends the key information transferred 
from the side of the transmitter 101 to a key preservation 
means and it is temporarily preserved there and outputted to 

an enciphering means. The deciphering means deciphers actual data by utilizing the key information 
from the key preservation means and key change information from a packet decoding means. 
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CLAIMS 



[Claim(s)] 

[Claim 1] The data transmitting approach characterized by determining the class of encryption applied to 
transmission of said data according to the management information of the data used as the candidate for 
transmitting, enciphering said data based on the class of the determined encryption, and transmitting said 
enciphered data and said data control information. 

[Claim 2] The data receiving approach characterized by receiving the transmit data transmitted by the data 
transmitting approach according to claim 1, detecting said data control information from the received data, 
and requiring the decryption information corresponding to delivery and its transmitted data control 
information for said detected data control information from the transmitting origin of said transmit data. 
[Claim 3] The data transmitting approach according to claim 1 characterized by transmitting said 
decryption information corresponding to said data control information to said demand origin when there is 
a demand of said decryption information by the data receiving approach according to claim 2. 
[Claim 4] The data receiving approach according to claim 2 characterized by decrypting said received data 
and determining the method of processing of said decrypted received data according to said detected data 
control information based on said decryption information transmitted by the data transmitting approach 
according to claim 3. 

[Claim 5] The data transmitting approach according to claim 1 or 3 characterized by transmitting the 
preliminary announcement information which announces performing said updating beforehand before 
updating the class of said encryption with time amount, enciphering the data used as said candidate for 
transmitting according to the class of said updated encryption and transmitting said enciphered data, even if 
it is the case that said data control information is the same. 

[Claim 6] The data transmitting approach according to claim 1 or 3 characterized by to transmit the both 
sides of the decryption information which should be used at the time, and the decryption information on the 
schedule used at the next time when the class of said encryption is updated with time amount, it transmits 
the information which shows that said updating was performed and there is a demand of the decryption 
information corresponding to said data-control information, even if it is the case that said data-control 
information is the same. 

[Claim 7] The data transmitting approach according to claim 5 or 6 characterized by the class of the 
updated encryption of said not overlapping the class of encryption of others [ above / which was 
determined according to said data control information ] when updating the class of said encryption with 
time amount. 

[Claim 8] The data receiving approach according to claim 2 or 4 characterized by requiring said decryption 
information from the transmitting origin of said transmit data according to the preliminary announcement 
information when said preliminary announcement information transmitted by the data transmitting 
approach according to claim 5 is received. 

[Claim 9] The data receiving approach according to claim 2 or 4 characterized by requiring said decryption 
information to the transmitting origin of said information based on the received information when the 
information which shows that said updating transmitted by the data transmitting approach according to 
claim 6 was performed is received. 

[Claim 10] The data receiving approach according to claim 2 or 8 characterized by being sending said 
detected data control information as it is as sending said data control information, or performing 
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predetermined conversion and sending said detected data control information. 

[Claim 1 1] The data transmitting approach according to claim 1 or 3 characterized by being changing the 
key used for encryption according to said data control information as determining the class of encryption 
applied to transmission of said data according to said data control information. 

[Claim 12] The data transmitting approach according to claim 1 or 3 characterized by being changing the 
algorithm used for encryption according to said data control information as determining the class of 
encryption applied to transmission of said data according to said data control information. 
[Claim 13] a 1-time copy is possible for said data control information in whether said data are copy 
freedom -- or the data transmitting approach according to claim 1, 3, 5, or 6 characterized by being copy 
management information including the information which shows whether it is the ban on a copy. 
[Claim 14] With the information which shows that it is the ban on a copy from origin to the information 
which shows that it is the ban on said copy, from the first, once, although the copy was possible It is the 
data transmitting approach according to claim 13 which two kinds of information on the information which 
shows the ban on the further copy which means that the subsequent copy was forbidden is included since 
the one copy was performed, and is characterized by the classes of said encryption differing according to 
these two kinds of information. 

[Claim 15] The data control information transmitted by the data transmitting approach according to claim 

13 When it is shown once that a copy is possible and the data which have the information which shows 
once [ said ] that a copy is possible as data control information are recorded on a predetermined record 
medium, The data receiving approach according to claim 8 or 9 characterized by performing said record 
with the data control information which changes into the contents which show the ban on a copy since said 
1-time copy of the data control information is possible, and shows the ban on the copy. 

[Claim 16] The data control information transmitted by the data transmitting approach according to claim 

14 When it is shown once that a copy is possible and the data which have the information which shows 
once [ said ] that a copy is possible as data control information are recorded on a predetermined record 
medium, The data receiving approach according to claim 8 or 9 characterized by performing said record 
with the data control information which changes into the contents which show the ban on said further copy 
since said 1-time copy of the data control information is possible, and shows the ban on the further copy. 
[Claim 17] A mode decision means to determine the class of encryption applied to transmission of said data 
according to the management information of the data used as the candidate for transmitting, An encryption 
means to encipher said data based on the class of the determined encryption, A data transmitting means to 
transmit said enciphered data and said data control information, A data receiving means to receive the 
transmit data transmitted by said data transmitting means, A data control information detection means to 
detect said data control information from the received data, A decryption information-requirements means 
to require the decryption information corresponding to delivery and its transmitted data control information 
for said detected data control information from the transmitting origin of said transmit data, A decryption 
information transmitting means to transmit said decryption information corresponding to said data control 
information to said demand origin when there is a demand of said decryption information, The data 
transmission system characterized by having a decryption means to decrypt said received data, and an art 
decision means to determine the method of processing of said decrypted received data according to said 
detected data control information, based on said said transmitted decryption information. 

[Claim 18] The data transmission system according to claim 17 characterized by being sending said 
detected data control information as it is as sending said data control information, or performing 
predetermined conversion and sending said detected data control information. 

[Claim 19] The data transmission system according to claim 17 characterized by being changing the key 

used for encryption according to said data control information as determining the class of encryption 

applied to transmission of said data according to said data control information. 

[Claim 20] The data transmission system according to claim 17 characterized by being changing the 

algorithm used for encryption according to said data control information as determining the class of 

encryption applied to transmission of said data according to said data control information. 

[Claim 21] A renewal means of an encryption class to update the class of said encryption with time amount 

even if it is the case that said data control information is the same, It has a preliminary announcement 

information generation means to generate the preliminary announcement information for announcing 
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performing said updating beforehand. The data with which said encryption means serves as said candidate 
for transmitting When [ said ] enciphering, The data transmission system according to claim 17 
characterized by being transmitted before transmitting the data with which it enciphered according to the 
class of said updated encryption, and said generated preliminary announcement information was enciphered 
by the class of said updated encryption. 

[Claim 22] A renewal means of an encryption class to update the class of said encryption with time amount 
even if it is the case that said data control information is the same, It has an updating execution information 
generation means to generate the update information for notifying having performed said updating. The 
data with which said encryption means serves as said candidate for transmitting When [ said ] enciphering, 
The data transmission system according to claim 17 characterized by transmitting said update information 
in case transmission of the data which enciphered according to the class of said updated encryption, and 
were enciphered by the class of said updated encryption is started. 

[Claim 23] Said decryption information-requirements means is the data transmission system of claim 21 
characterized by requiring said decryption information from the transmitting origin of said transmit data 
according to said received preliminary announcement information. 

[Claim 24] Said decryption information-requirements means is a data transmission system according to 
claim 22 characterized by requiring said decryption information to the transmitting origin of said transmit 
data according to change of said received update information. 

[Claim 25] Any of claims 21-24 characterized by the class of the updated encryption of said not 
overlapping the class of encryption of others [ above / which was determined according to said data control 
information ] when updating the class of said encryption with time amount, or the data transmission system 
of one publication. 

[Claim 26] a 1-time copy is possible for said data control information in whether said data are copy 
freedom — or any of claims 17-25 characterized by being copy management information including the 
information which shows whether it is the ban on a copy or the data transmission system of one 
publication. 

[Claim 27] It is the data transmission system according to claim 26 two kinds of the information on the 
information shown in the ban on the information which shows from origin that it is the ban on a copy, and 
the further copy which mean that a subsequent copy was forbidden since the one copy was performed once 
from the first, although the copy was possible is included in the information which shows that it is the ban 
on said copy, and carry out that the class of said encryption differs according to these two kinds of 
information as the description. 

[Claim 28] When the data control information transmitted by said data transmitting means shows once that 
a copy is possible, When the data which have the information which shows once [ said ] that a copy is 
possible as data control information are recorded on a predetermined record medium, The data transmission 
system according to claim 26 characterized by changing the data control information into the contents 
which show the ban on a copy once [ said ] since a copy is possible, and performing said record with the 
data control information which shows the ban on the copy. 

[Claim 29] When the data control information transmitted by said data transmitting means shows once that 
a copy is possible, When the data which have the information which shows once [ said ] that a copy is 
possible as data control information are recorded on a predetermined record medium, The data transmission 
system according to claim 27 characterized by changing the data control information into the contents 
which show the ban on said further copy once [ said ] since a copy is possible, and performing said record 
with the data control information which shows the ban on the further copy. 

[Claim 30] The program documentation medium characterized by recording the program for making a 

computer perform any of claims 1 -1 6, or all or a part of steps of each steps of one publication. 

[Claim 3 1] The program documentation medium characterized by recording the program for making any 

one claim of claims 17-29 perform the function of all or a part of means of each means of a publication to a 

computer. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the data transmitting approach which transmits and 
receives digital data, the data receiving approach, a data transmission system, and a program documentation 
medium. 
[0002] 

[Description of the Prior Art] There is the data transfer approach which used IEEE 13 94 specification 
(IEEE: THE INSTITUTE OFELECTRICAL AND ELECTRINIC ENGINEERS, INC) in the conventional 
data transfer method. (Bibliography: IEEE1394 High Performance Serial Bus) The data transfer in 
IEEE 1394 specification has the eye SOKURONOSU communication link suitable for synchronous data 
transfers, such as a video signal and a sound signal, and the ray synchronous communication link suitable 
for a transfer of asynchronous datas, such as a control signal, and both communication links can be 
intermingled on an IEEE1394 bus. 

[0003] An eye SOKURONOSU communication link is the so-called broadcast type of communication link, 
and the eye SOKURONO spa blanket which a certain equipment on an IEEE1394 bus outputs can receive 
all the equipments on this bus. 

[0004] On the other hand, a ray synchronous communication link has both the communication link of 1 to 
1 , and a broadcast mold communication link. And the identifier showing the equipment which should 
receive the packet is contained in the ray synchronous packet which a certain equipment on a bus outputs, 
when the identifier expresses specific equipment, the equipment specified by the identifier receives the ray 
synchronous packet concerned, and when an identifier expresses broadcasting, all the equipments on this 
bus receive the ray synchronous packet concerned. 

[0005] Moreover, using IEEE 13 94 specification, a digital sound signal, a digital video signal, etc. are 
transmitted, or IEC61883 specification (AV protocol is called hereafter) is examined in IEC 
(IEC:InternationalElectrotechnical Commission Electrotechnical International Commission) as 
specification for performing connection management of a data transmission path between the devices 
connected on the IEEE1394 bus. In AV protocol, image voice data is arranged and transmitted in an eye 
SOKURONO spa blanket. Moreover, an eye SOKURONO spa blanket contains a CIP header (CIP: 
Common Isochronous Packet). In the CIP header, information, such as the device number of the 
identification information which shows the class of image voice data, and the sending set which has 
transmitted the eye SOKURONO spa blanket, is included. 

[0006] In the data transmission system using such a conventional data transfer method, the data 
transmission system which can restrict the copy of data used as the candidate for a transfer using data 
protection information from a viewpoint of the protection of copyrights of the data used as the candidate 
for transmitting is proposed, thus, the video data which digitized the image as digital data which needs the 
structure of a copy limit, for example and the audio data which digitized voice - or there is digital data 
constituted by doubling both. 

[0007] Below, the configuration is described about such a conventional data transmission system, referring 
to dra wing 6 . 

[0008] That is, drawing 6 is drawing showing a format of the eye SOKURONO spa blanket used with the 
conventional data transmission system. 
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[0009] The eye SOKURONO spa blanket 101 consists of the eye SOKURONOSU packet header 900, a 
header CRC 901, an eye SOKURONOSU payload 902, and data CRC 903 as shown in this drawing. 
[0010] The Sy field 910 for storing data protection information is included in the eye SOKURONOSU 
packet header 900. When the value stored in 2 bits of high orders of the Sy field 910 is 00, it is shown that 
the data (live data 905 mentioned later) used as the candidate for transmitting are data which can copy 
freely. Moreover, when it is 1 1 further about the ability of the data to copy once when it is 10, the data 
shows that it is the ban on a copy. 

[001 1] Moreover, the 2-bit tag 907 is contained in the eye SOKURONOSU packet header 900. A tag 907 
shows that it is the eye SOKURONO spa blanket with which the eye SOKURONO spa blanket was based 
on AV protocol, when the value is 01 . When the value of a tag 907 is 01, namely, when the eye 
SOKURONO spa blanket is an eye SOKURONO spa blanket of AV protocol conformity, the CIP header 
904 is contained at the head of the eye SOKURONOSU payload 902. 

[0012] In the CIP header 904, the source ID 906 which is the identifier of the output unit which is 
outputting the eye SOKURONO spa blanket concerned is contained. Moreover, FMT908 and FDF909 
showing what kind of data the live data 905 contained in the eye SOKURONOSU payload 902 are are 
contained in the CIP header 904. 

[0013] In the case of 00 which means a copy free-lancer, encryption is not carried out although it is data 
enciphered when the data protection information which these live data 905 mentioned above was 10 or 1 1 
although the data set as the transmitting object of an image or voice were contained in live data 905. 
Moreover, data protection information is included also in live data 905, and generally, in the case of CD, it 
is referred to as SCMS, and, in the case of DV, is referred to as CGMS etc. 

[0014] In such a configuration, actuation is explained below. Namely, in case a transmitter transmits digital 
data, it stores in the Sy field 910 of the eye SOKURONOSU packet header 900 the data protection 
information which shows the conditions of whether to copy, and transmits it with live data 905. A receiver 
side detects data protection information out of the Sy field 910 of the received data, and changes actuation 
of the device when recording digital data based on the result of having interpreted the contents of data 
protection information. Moreover, since live data are enciphered except for the case where it is a copy free- 
lancer's data, a receiver side requires a transfer of decryption information required in order to decrypt it of a 
transmitter side. A transmitter sends decryption information to the demand origin in response to the 
demand. A receiver decrypts the live data 905 which received using the decryption information sent from 
the transmitter. Thus, the decrypted live data 905 are displayed on a display. On the other hand, about 
record actuation of the decrypted live data, it changes suitably based on the contents of data protection 
information. 

[0015] That is, if a receiver is VTR, when the detected data protection information means "one copy is 
possible", the decrypted data are recorded on the video tape built in VTR. Moreover, record actuation will 
not be performed even if the image transcription carbon button was pushed, when "the ban on a copy" was 
meant. 
[0016] 

[The technical problem which invention makes solution ******] However, in such a conventional data 
transmission system, when the data protection information stored in the Sy field 910 all over the 
transmission line between a transmitter side and a receiver side by those who are going to perform a 
malfeasance was altered, it had the technical problem that the decrypted data will be copied unjustly. 
[0017] That is, for example, in the phase transmitted from the transmitter, the value of the data protection 
information stored in the Sy field 910 of the eye SOKURONOSU packet header 900 is 1 1, and when "the 
ban on a copy" is meant, a malfeasance person presupposes that the value of the data protection information 
was altered to 10 which means "one copy is possible" in a transmission line. Hereafter, it attaches in this 
case and explains still more concretely. 

[001 8] That is, VTR by the side of a receiver looks at the data protection information stored in the Sy field 
910 in this case, and it detects that that value is 10. In this case, live data 905 send the Request to Send of 
the decryption information for decrypting it, since it is enciphered like mentioned above to a transmitter. 
The transmitter which received this demand sends decryption information to the receiver of a requiring 
agency. A receiver side displays the decrypted live data on a display etc., after decrypting live data 905 
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using the sent decryption information. Since it had detected that the value of the data protection 
information stored in the Sy field 910 was 10 on the other hand as VTR was mentioned above, although the 
live data 905 which received were originally data of the ban on a copy, it judged that one copy was possible 
and had the technical problem that the live data by which the decryption was carried out [ above- 
mentioned ] will be recorded on videotape on a video tape. 

[0019] This invention aims to let protection of transmission data offer the data transmitting approach which 
can be performed much more certainly compared with the former, the data receiving approach, a data 
transmission system, and a program documentation medium in consideration of such a technical problem of 
the above-mentioned conventional data transmission system. 
[0020] 

[Means for Solving the Problem] The 1st this invention (it corresponds to invention according to claim 1) is 
the data transmitting approach of determining the class of encryption applied to transmission of said data 
according to the management information of the data used as the candidate for transmitting, enciphering 
said data based on the class of the determined encryption, and transmitting said enciphered data and said 
data control information. 

[0021] Moreover, the 2nd this invention (it corresponds to invention according to claim 2) is the data 
receiving approach of receiving the transmit data transmitted by the data transmitting approach of the 1st 
this invention of the above, detecting said data control information from the received data, and requiring 
the decryption information corresponding to delivery and its transmitted data control information for said 
detected data control information from the transmitting origin of said transmit data. 
[0022] Moreover, the 3rd this invention (it corresponds to invention according to claim 3) is the data 
transmitting approach of the 1st this invention of the above of transmitting said decryption information 
corresponding to said data control information to said demand origin, when there is a demand of said 
decryption information by the data receiving approach of the 2nd this invention of the above. 
[0023] Moreover, the 4th this invention (it corresponds to invention according to claim 4) is the data 
receiving approach of the 2nd this invention of the above of decrypting said received data and determining 
the method of processing of said decrypted received data according to said detected data control 
information based on said decryption information transmitted by the data transmitting approach of the 3rd 
this invention of the above. 

[0024] Moreover, the 17th this invention (it corresponds to invention according to claim 17) A mode 
decision means to determine the class of encryption applied to transmission of said data according to the 
management information of the data used as the candidate for transmitting, An encryption means to 
encipher said data based on the class of the determined encryption, A data transmitting means to transmit 
said enciphered data and said data control information, A data receiving means to receive the transmit data 
transmitted by said data transmitting means, A data control information detection means to detect said data 
control information from the received data, A decryption information-requirements means to require the 
decryption information corresponding to delivery and its transmitted data control information for said 
detected data control information from the transmitting origin of said transmit data, A decryption 
information transmitting means to transmit said decryption information corresponding to said data control 
information to said demand origin when there is a demand of said decryption information, It is the data 
transmission system equipped with a decryption means to decrypt said received data, and an art decision 
means to determine the method of processing of said decrypted received data according to said detected 
data control information, based on said said transmitted decryption information. 
[0025] Moreover, the 21st this invention (it corresponds to invention according to claim 21) A renewal 
means of an encryption class to update the class of said encryption with time amount even if it is the case 
that the above-mentioned data control information is the same, It has a preliminary announcement 
information generation means to generate the preliminary announcement information for announcing 
performing said updating beforehand. The data with which said encryption means serves as said candidate 
for transmitting When [ said ] enciphering, It is the data transmission system of the 17th this invention of 
the above transmitted before transmitting the data with which it enciphered according to the class of said 
updated encryption, and said generated preliminary announcement information was enciphered by the class 
of said updated encryption. 
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[0026] Moreover, the 22nd this invention (it corresponds to invention according to claim 22) A renewal 
means of an encryption class to update the class of said encryption with time amount even if it is the case 
that the above-mentioned data control information is the same, It has an updating execution information 
generation means to generate the update information for notifying having performed said updating. The 
data with which said encryption means serves as said candidate for transmitting When [ said ] enciphering, 
In case transmission of the data which enciphered according to the class of said updated encryption, and 
were enciphered by the class of said updated encryption is started, it is the data transmission system of the 
17th this invention of the above with which said update information is transmitted. 
[0027] By the above configuration, protection of transmission data can perform this invention much more 
certainly compared with the former. 
[0028] 

[Embodiment of the Invention] Hereafter, the gestalt of 1 operation of the data transmission system of this 
invention is explained, referring to a drawing. 

[0029] Drawin g 1 is the outline block diagram having shown the whole data transmission system of the 
gestalt of this operation, and drawing 2 and 3 are the block diagrams about the sending set which 
constitutes the data transmission system, and a receiving set. 

[0030] Hereafter, the configuration of the gestalt of this operation is described using this drawing. 
[0031] As shown in drawing 1 , as for the data transmission system of the gestalt of this operation, two or 
more receiving sets 102-104 are connected with the sending set 101 by the IEEE1394 bus 105. Connection 
between each equipment 101-104 and the IEEE1394 bus 105 is made through the D-IF1394 I/O means 
(101a-104a). 

[0032] Moreover, the data transfer between a sending set 101 and two or more receiving sets 102-104 is the 
same as that of the thing explaining the conventional data transmission system. That is, the eye 
SOKURONOSU communication link suitable for synchronous data transfers, such as a video signal and a 
sound signal, and the ray synchronous communication link suitable for a transfer of asynchronous datas, 
such as a control signal, have composition which can be intermingled on the IEEE1394 bus 105. 
[0033] Next, the internal configuration of the sending set 101 of the gestalt of this operation is described 
using drawing 2 . 

[0034] That is, as shown in drawing 2 , the data output means 201 is a means to output the image data of 
the predetermined length who is going to transmit on 1394 buses 105 etc. to the mode decision means 202 
and the encryption means 205. The mode decision means 202 is a means to determine of which group a key 
is used as a key of encryption according to the contents of copy management information, such as image 
data which it is going to transmit, and to output to the key generating means 203 by making the determined 
contents into code mode information. Correspondence with copy management information and encryption 
mode is mentioned further later. With the gestalt of this operation, copy management information 
presupposes that they are a copy free-lancer, the one copy possibility of, and the information that shows the 
level of protection of three kinds of copyrights of the ban on a copy. The copy management information of 
the gestalt of this operation corresponds to the data control information on this invention. Moreover, the 
key generating means 203 is a means to generate key 203a used for encryption into the group (groups A 
and B) of the determined key according to the code mode information from the mode decision means 202. 
Generating of this key is performed one by one in time according to change information 207a from the 
change timing decision means 207, and all the keys generated differ. 

[0035] Here, correspondence with copy management information and encryption mode is further described 
as mentioned above. 

[0036] namely, - the gestalt of this operation - the three above-mentioned kinds of copy management 
information - corresponding - a copy free-lancer - if - it shall not encipher, if one copy is possible, a 
cryptographic key shall be determined out of Group A, and in the ban on a copy, a cryptographic key shall 
be determined out of Group B If it puts in another way, encryption mode information will be information 
which identifies the group of a cryptographic key. In addition, Group A and Group B presuppose that it 
does not have a common key. 

[0037] Moreover, the key preservation means 204 saves temporarily key 203a generated by the key 
generating means 203, and is a means to output saved key 203a to the encryption means 205. The 
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encryption means 205 is a means to encipher using key 203a to which image data 201a outputted from the 
data output means 201 has been sent from the key preservation means 204, and to output encryption data 
205a to the PAKKETTO generation means 209. The key distribution means 206 is a means which changes 
the purport which distributed key 203a based on authentication of a requiring agency, and its authentication 
result by asynchronous communication, and distribution of key 203a completed according to the demand 
from a receiving set, and is sent to the timing decision means 207. A change timing decision means 207 is a 
means determine the change stage of a key for updating the key used for encryption with time amount into 
the group of the key which was mentioned above, and which was determined by the mode decision means 
202 like, and is a means send change information 207a which shows the change stage to the key generating 
means 203 and the modification information generating means 208. The modification information 
generating means 208 acquires the information from the key distribution means 206 and the change timing 
decision means 207, and is the Inn-transition. It is a means to create mode information and it is a means to 
output alternatively the copy management information (code mode and correspondence) and the Inn- 
transition mode information which are sent from the mode decision means 202 to the packet generation 
means 209. 

[0038] It is the information for announcing beforehand in advance the timing from which a key is changed 
into the same code mode as the Inn-transition mode information here. 

[0039] Moreover, with the gestalt of this operation, each of code mode information and Inn-transition mode 
information is data 208a which is stored in the Sy field 910 in the eye SOKURONOSU packet header 900 
stated by drawing 6 , and consists of 2 bits. 

[0040] Moreover, the correspondence with the pattern of this 2 bit-data 208a, and copy management 
information (code mode information and correspondence) and the Inn-transition mode information is as 
follows. 

[0041] That is, in a copy free-lancer, if 00 and one copy are possible for copy management information, by 
10 and the ban on a copy, it shall set to 1 1 and shall apply 01 to the Inn-transition mode. 
[0042] The packet generation means 209 is a means to obtain encryption data 205a (for it to correspond to 
the live data 905 of drawmg6 ), and 2 bit-data 208a stored in Sy field, to generate data packet 209a 
transmitted to up to a data bus 105 by synchronous transmission, and to output it to D-IF1394 I/O means 
101a. In addition, with the configuration of this operation, the configuration of a data packet is 
fundamentally [ as the configuration stated at drawing 6 ] the same. 

[0043] Moreover, D-IF1394 I/O means 101a performs I/O of an eye SOKURONO spa blanket and a ray 
synchronous packet between 1394 buses 105 and a sending set 101 . That is, while outputting data packet 
209a (eye SOKURONO spa blanket) which the packet generation means 209 outputs, and key information 
203a (ray synchronous packet) which the key distribution means 206 outputs on 1394 buses 105, it is a 
means to output the ray synchronous packet which received from 1394 buses 105 to the key distribution 
means 206. 

[0044] Next, the internal configuration of the receiving set 102 of the gestalt of this operation is described 
using drawing 3 . 

[0045] That is, as shown in drawing 3 , D-IF1394 I/O means 102a performs I/O of an eye SOKURONO 
spa blanket and a ray synchronous packet between 1394 buses 105 and a receiving set 102. That is, D- 
IF1394 I/O means 102a is a means to output data packet 209a of an eye SOKURONO spa blanket which 
received from 1394 buses 105 to the packet decode means 301, and to output key information 203a of the 
ray synchronous packet which received from 1394 buses 105 to the key acquisition means 302. Moreover, 
D-IF1394 I/O means 102a is a means to output the key information transfer demand which the key 
acquisition means 302 outputs and which is a ray synchronous packet to 1394 buses 105. 
[0046] The packet decode means 301 obtains data packet 209a from D-IF1394 I/O means 102a. Extract 2- 
bit data from the Sy field 910 (refer to drawing 6 ) among packets, and the contents of the 2 bit data are 
decoded. It is a means to send 2 bit data which extracted 2 extracted bit data when delivery and it showed 
the Inn-transition mode (modification information) to the mode detection means 303 also to the decryption 
means 304. Moreover, the packet decode means 301 is a means to send the live data 905 (to refer to 
drawing 6 ) of Uchi of a packet to the decryption means 304 or the data-logging playback means 305 
according to the result of having decoded the contents of 2 bit data. 
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[0047] The mode detection means 303 investigates the contents of the copy management information sent 
from the packet decode means 301 , and is a means to send the information on the purport which needs to 
receive the key for decode of live data 905 to the key acquisition means 302 according to the investigated 
result. 

[0048] The key acquisition means 302 is a means to send the transfer request of the key information for 
starting acquisition of a key to D-IF1394 I/O means 102a, when the above-mentioned information has been 
sent from the mode detection means 303. In addition, an important thing is that the copy management 
information sent from the mode detection means 303 is attached to this transfer request here. 
[0049] In addition, attachment of this copy management information may attach copy management 
information as it is, and after changing into a certain value, it may attach it. Predetermined changes, and 
when it attaches, the sending set 101 knows the Ruhr of conversion and can detect the copy management 
information before conversion. Conversion of changing 01 [ 2-bit ] into 0100 [ 4-bit ], and changing 10 into 
0010 as an example of predetermined conversion, for example is carried out, and the configuration which 
sends these 4 bits can be considered. 

[0050] Moreover, the key acquisition means 302 is a means to send key information 203a transmitted from 
the sending set 101 side to the key preservation means 306. In addition, the data control information 
detection means of this invention includes the packet decode means 301 and the mode detection means 
303. 

[0051] The key preservation means 306 is a means to save temporarily the key information sent from the 
key acquisition means 302, and to output the key information to the decryption means 304 to 
predetermined timing. 

[0052] The decryption means 304 is a means to decrypt live data 905 using the key information from the 
key preservation means 306, and the modification information 310 on the key from the packet decode 
means 301. 

[0053] AV data by which the data-logging playback means 305 was decrypted with the decryption means 
304 — or it is a means to indicate the AV data directly sent from the packet decode means 301 by delivery 
to the display means 307, and is a means to record on the record medium to build in. Moreover, the voice 
output means 308 is a means to output the voice data from the data-logging playback means 305. 
[0054] In addition, it is the configuration same also about the other receiving sets 103-104 as the above. 
[0055] The gestalt of 1 operation of the data transmitting approach of this invention and the data receiving 
approach is also explained [ in / next / the above configuration ] to coincidence, describing actuation of the 
gestalt of this operation referring to drawing 2 - drawing 4 . 

[0056] Dr aw ing 4 is drawing showing the temporal response of 2 bit data stored in the Sy field 910 (refer to 
drawing 6 ) of the gestalt of this operation, and a cryptographic key. 

[0057] As shown in drawing 4 , with the gestalt of this operation, the sending set 101 shall have transmitted 
[ the 1 st AV data 401 ] the 3rd AV data 404 for voice data 403 from time of day Tl to T6 on 1 394 buses 
105 after that further among T7 till time of day Tl from the 2nd AV data 402 and time of day T6. 
[0058] Moreover, these transfers copy-of-data management information is the ban on a copy, the one copy 
possibility of, a copy free-lancer, and the ban on a copy in an order from before, respectively as it is shown 
in this drawing. Therefore, as for a transfer of the 1st AV data 401, the 2nd AV data 402, and the 3rd AV 
data 404, Group B, Group A, and Group B correspond to this sequence, respectively as the correspondence 
relation between each transfer data and the group of the key to be used is shown in this drawing. Moreover, 
voice data 403 is a copy free-lancer, and the group who corresponds since it is not enciphered does not 
exist. Furthermore, updating (a key Al - A3) of the cryptographic key shall be carried out 3 times in Group 
A during a transfer of the 2nd AV data 402 again. 
[0059] (1) Describe the actuation immediately after time of day Tl first. 
[0060] That is, the mode decision means 202 (refer to drawing 2 ) detects 2nd AV copy-of-data 
management information outputted from the data output means 201, decides the group of the cryptographic 
key corresponding to [ carry out a thing judging and ] it in whom one copy is possible to be A, and tells the 
key generating means 203. In Group A, the key generating means 203 creates a cryptographic key Al , and 
sends it to the key preservation means 204. The encryption means 205 enciphers the 2nd AV data 402 
using the cryptographic key Al sent from the key preservation means 204. The packet generation means 
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209 makes the 2nd enciphered AV data 402 live data 905, stores in the Sy field 910 "10" of the copy 
management information sent through the modification information generating means 208, and outputs it to 
D-IF1394 I/O means 101a as a data packet. 

[0061] On the other hand, in a receiving set 102 (refer to drawing3. ), the data packet containing the 2nd 
AV data 402 transmitted on 1394 buses 105 is received through D-IF1394 I/O means 102a. 
[0062] the packet decode means 301 specifically extracts 2 bit data "10" which are storing, now the copy 
management information which is from the received data packet in the Sy field 910, and live data 905 are 
enciphered from the contents — a thing judging is carried out. And the 2 above-mentioned bit data "10" are 
sent to the key acquisition means 302 as information on the purport which needs to receive the key for 
decode of live data 905. The key acquisition means 302 attaches 2 bit data "10" and the identification 
number of a sending set, and sends the transfer request of the key information for starting acquisition of a 
cryptographic key to D-IF1394 I/O means 102a. In addition, the identification number of a sending set is 
stored in the source ID 906 (refer to drawing 6 ). 

[0063] In addition, there are two kinds of ways among the ways of attachment of the copy management 
information to a transfer request as mentioned above. It is the same when describing this below. 
[0064] In a sending set 101 (refer to dr aw ing 2 ), the transfer request of the key information from a 
receiving set 102 is received. The key distribution means 206 sends the 2 above-mentioned bit data 
"10" (copy management information) given to the transfer request to the key generating means 203, after 
passing through a predetermined authentication procedure with the dispatch origin of the above-mentioned 
transfer request. A . key generating means 203 by which this authentication procedure is procedure for a 
partner to judge whether it is a right device It investigates which are the code mode (namely, group of a 
key) corresponding to the "10", and the key with which it corresponds in the group. After judging that it is 
the key Al in the group A of a key, it carries out whether the same key Al which generates the key or is 
saved by already creating is obtained, and transmits to the dispatch origin of the above-mentioned transfer 
request. In addition, we decided to investigate the group of the key corresponding to it, and the 
cryptographic key in that group using the 2 above-mentioned bit data "10" (copy management information) 
specially given to this appearance at the transfer request, without the key distribution means 206 
transmitting the cryptographic key Al saved for the key preservation means 204 as it is for preventing the 
malfeasance stated in the column of the conventional technical problem. About this, it mentions later 
further. 

[0065] On the other hand, in a receiving set 102 (refer to drawing 3 ), the key acquisition means 302 
obtains the cryptographic key Al transmitted from the sending set 101 side, and sends to the key 
preservation means 306. The decryption means 304 decodes the enciphered data which were obtained from 
the key preservation means 306 and which have been sent from the packet decode means 301 using a 
cryptographic key Al, and sends them to the data-logging playback means 305. 
[0066] The data-logging playback means 305 judges that one copy is possible for the data "10" stored in 
the Sy field 910, and it outputs it also to the display means 307 and the voice output means 308 at 
coincidence, recording 2nd AV data decrypted by the record medium to build in. 
[0067] Here, when recording 2nd AV data, the data-logging playback means 305 performs the above- 
mentioned record actuation, after rewriting with "11" the data of "10" which is the copy management 
information stored in the Sy field 910. It is because it means that, as for this, the copy was performed once 
by the above-mentioned record and the copy of after that from the record medium should forbid. However, 
rewriting of the copy management information contained in live data 905 is not performed. In addition, 
since it is changing, even if a receiving set 102 is made not to encipher for a while from transmitting 
initiation of 2nd AV data, it is easy to be natural [ what the cryptographic key was using just before that / a 
receiving set ] in Tl time of day when 2nd AV data transfer is started, in order to avoid the problem that 
2nd AV data cannot be decoded until it receives a key new as mentioned above. Here, in while it is for a 
while, it is until acquisition of a new key is completed to a receiving set 102 side. 
[0068] (2) Next, describe the actuation in time of day T2 - T3. 

[0069] In the meantime, the modification information "01 " which shows the Inn-transition mode is stored 
in the Sy field 910. The packet decode means 301 of a receiving set 102 will announce beforehand the 
purport which has renewal of delivery and a key in the modification information "01" to the decryption 
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means 304, if it detects that 2 bit data "01" are stored in the Sy field 910, and the decryption means 304 
starts preparation of new decode processing. Moreover, the mode detection means 303 detects that the 2 
above-mentioned bit data "01" are modification information, and tells a purport [ need / a new key / to be 
received ] to the key acquisition means 302. Here, copy management information is needed as mentioned 
above on the occasion of the transfer request of the new key of a schedule changed after predetermined 
time. However, since copy management information is not stored in the Sy field 910 in this case, "10" of 
the copy management information sent to beforehand [ direct ] the information on the Inn-transition mode 
sent is used. Therefore, to a sending set 101, the key acquisition means 302 attaches "10" of the last copy 
management information, and advances the transfer request of the above-mentioned key. 
[0070] In addition, since the group of a key is not changed, it does not matter as a configuration which does 
not send "10" of copy management information. 

[0071] on the other hand - a sending set 101 - the key distribution means 206 - the above - in response 
to the transfer request of a new key, generation of the new key A2 of the schedule used from time-of-day 
T3 determined by the change timing decision means 207 is required of the key generating means 203, and 
the generated new key A2 is transmitted to a receiving set 102 side. In time of day Tl, the sending set 101 
which received the transfer request of the key information from a receiving set 102 . which was performing 
predetermined authentication procedure with the dispatch origin of the above-mentioned transfer request 
before transmitting a key to the dispatch origin of a transfer request, since authentication procedure is 
already completed to this appearance . which does not need to perform authentication procedure again 

before a transfer of a key this time from time of day T2 to time-of-day T3 namely, in addition, the 

generated key A2 is sent also to the key preservation means 204. Moreover, as a result of a predetermined 
exchange, the key distribution means 206 checks that distribution of the key to a receiving set 102 has been 
completed, changes completion information of distribution 206a, and sends it to the timing decision means 
207. The change timing decision means 207 directs to encipher by changing the key which was being used 
till then into the new key A2 obtained from the key preservation means 204 to the encryption means 205, 
after acquiring the completion information of distribution. Thereby, from time-of-day T3, the 2nd AV data 
402 enciphered by the cryptographic key A2 is transmitted on 1394 buses 105 as a data packet. 
[0072] the 2nd AV data 402 enciphered by the cryptographic key A2 since the new key A2 had already 
carried out the completion of acquisition in the receiving set 102 side - a data packet -- ** -- even when it 
receives by carrying out, it can decode satisfactory. Subsequent actuation is the same as that of the case of 
(1) mentioned above. 

[0073] (3) Next, describe the actuation in time-of-day T-four-T5. 

[0074] In this case, except for the point that a new key is key A3, it is the same as that of the above (2). 
[0075] In addition, we decided to update a cryptographic key with time amount in the same mode in this 
way for securing the safety of encryption further. That is, the chance of decode of the code by the 
malfeasance increases, so that the time of the same key becomes long. 

[0076] It takes into consideration that the accumulated dose of the encryption data based on the same key 
also becomes large, and damage when a code is decoded unjustly also becomes large temporarily on the 
other hand. 

[0077] (4) Next, describe the actuation in time of day T6. 

[0078] In this case, since a transfer of a copy free-lancer's voice data 403 is started in time of day T6, a 
cryptographic key does not exist. Therefore, just before time of day T6, the modification information "01" 
as above preliminary announcements is not taken out. 

[0079] In a receiving set 102, it detects that "00" is stored in the Sy field 910 of a data packet where the 
packet decode means 301 was received, and live data 905 judge with not being enciphered and send live 
data 905 to the data-logging playback means 305 directly. Moreover, the transfer request of a key to a 
sending set 101 is not performed, either. Actuation with the data-logging playback means 305 is the same 
as that of the contents mentioned above. 
[0080] (5) Next, describe the actuation in time of day T7. 

[0081] In this case, since the data for a transfer are the 3rd AV data 404 and this is data of the ban on a 
copy, activity is the same as the case of the above (1). In addition, from the main point of preventing 
decode of the inaccurate code mentioned above with the gestalt of this operation, it is not concerned with 
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whether each is separately independent or each is discontinuous in time in the transfer data with which the 
same copy management information is given, but a cryptographic key is updated with time amount, and it 
has changed into key B-2 also here from the key Bl used for encryption of the 1st AV data 401. However, 
it belongs to the group B same [ the group of a key ] also as a key Bl and key B-2. 
[0082] By the way, even if it alters copy management information, the point that the malfeasance beyond it 
can be prevented is stated to a detail, as the case where 3rd AV data was received was taken and mentioned 
above for the example. 

[0083] That is, a malfeasance is performed by somewhere on 1394 buses 105, and the case where "11" 
information on Sy field is altered by "10" is considered in the 3rd AV data 404 which the receiving set 102 
received. 

[0084] The key acquisition means 302 (refer to drawing 3 ) attaches this data of altered "10", and performs 
the transfer request of the above-mentioned key as it was mentioned above. It judges that a key distribution 
means 206 (refer to dr awin g 2 ) by which this transfer request was obtained is a key which delivery and the 
key generating means 203 investigate the group of the key corresponding to "10" for "10" attached, and the 
cryptographic key in that group to the key generating means 203, and belongs to Group A, the key 
belonging to Group A is generated, and it is sent to a receiving set 102. The decryption means 304 of a 
receiving set 102 cannot perform right decode, even if it uses the key belonging to Group A for decode of 
the 3rd AV data 404. An original key is because it is key B-2 belonging to Group B. 
[0085] Therefore, although the data-logging playback means 305 records only once the data in the 
incomprehensible condition of not decoding correctly on a record medium as the contents of copy 
management information "10", such record data do not have value in use, and a malfeasance turns into a 
useless action. Moreover, a display for the display means 307 will also be an incomprehensible image in 
this case. In addition, about the data which were not decoded correctly, even if it constitutes the data- 
logging playback means 305 in the appearance which does not perform record actuation, it is easy to be 
natural. 

[0086] In addition, with the gestalt of the above-mentioned implementation, although the class of 
encryption of this invention was a cryptographic key, it may be the algorithm of not only this but a code. In 
this case, it becomes the configuration of changing the algorithm of the code applied to transmission of the 
above-mentioned data according to the management information of the data used as the candidate for 
transmitting. Moreover, it specifically, for example, greatly, divides as how to change the algorithm, and 
there are two kinds of following ways. Namely, other one changes the algorithm of a code by changing the 
loop count of encryption procedure by one changing the algorithm of a code by replacing the sequence of 
encryption procedure. The 1st encryption processing is applied and the property that the encryption data at 
the time of applying the 2nd encryption processing further to the processing result differ from the 
encryption data at the time of applying the sequence of the above 1st and the 2nd encryption processing 
conversely is used to the case of the former, for example, predetermined data, and it can realize, without 
complicating the configuration of hardware, such as an encryption circuit. In addition, the reinforcement of 
the code of both encryption data is the same level in this case. Moreover, although the count of a repeat of 
actuation of applying the 1st encryption processing and applying the still more nearly same encryption 
processing to that result to the case of the latter, for example, predetermined data, is generally called loop 
count, encryption data are changed by changing this loop count. In addition, the reinforcement of a code 
goes up what generally made [ many ] loop count in this case. Moreover, the configuration of changing the 
sequence of encryption procedure as what had combined the former and the latter, and needless to say also 
changing the loop count of each encryption processing may be used. Furthermore, in the above-mentioned 
case, a cryptographic key may be the same and may be changed again. When applying the configuration 
described above of changing the algorithm of a code, as decryption information which a sending set should 
transmit to a receiving set side, in the case of the former, it is the sequence of encryption processing for 
example, and, in the case of the latter, is loop count. 

[0087] Moreover, the gestalt of the above-mentioned implementation explained rewriting the copy 
management information stored in Sy field in the case of record of the data with which one copy of a data- 
logging playback means is enabled. Here, the point is described further. The copy [ which was stated also 
with the gestalt of the above-mentioned implementation ] management information in which the data- 
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logging playback means is included in live data like does not rewrite. Therefore, since the information in 
Sy field and the information in live data are not in agreement when the record data is transmitted to another 
recording apparatus etc. after that, it is also considered that derangement arises in the another recording 
apparatus. Then, although both information should originally be made in agreement, in order to avoid that 
the configuration of equipment becomes complicated, it is good also as a configuration which writes in the 
information which dares allow an inequality condition, instead shows that to Sy field. That is, although the 
copy management information in live data is not rewriting in case it transmits after receiving and recording 
the data in which one copy is possible, as information which shows that the copy of live data is prohibition, 
a "stream copy" is newly named and 2 bit data stored in Sy field are set to "01." In this case, when 
recording AV data, the data-logging playback means 305 performs the above-mentioned record actuation, 
after rewriting the data of "10" which is the copy management information stored in the Sy field 910 with 
"01 " which means the ban on the further copy. This becomes distinguishable [ the data that it is the ban on 
a copy from the first as copy management information in the equipment of normal, and the data that a 
subsequent copy is prohibition since the copy was performed once ]. Therefore, it becomes possible using 
the information in Sy field to make it operate correctly without derangement. Furthermore, the class (for 
example, the group C of a cryptographic key) of new encryption corresponding to the "stream copy" as 
copy management information can be established again by the same configuration as what was stated with 
the gestalt of the above-mentioned implementation in this case. That is, when there is equipment which 
transmits the record data (data of the second generation) further after the data in which one copy is possible 
were received and recorded as mentioned above, it is because the same effectiveness as the above can be 
demonstrated also about the copy-of-data management information of the second generation. 
[0088] Moreover, since the Inn-transition information stated with the gestalt of the above-mentioned 
implementation in this case cannot be expressed, it is good in Sy field also as a configuration which secures 
as 1 bit which became independent to field where the Sy field 910 in the eye SOKURONOSU packet 
header 900 is another, and is stored there, for example. 

[0089] Moreover, although the gestalt of the above-mentioned implementation described the case where the 
Inn-transition information "01" was stored in the SY field 910, not only this but the Sy field 910 in the eye 
SOKURONOSU packet header 900 is good also as a configuration which secures 1 bit which became 
independent to another field, and is stored there. 

[0090] Moreover, with the gestalt of the above-mentioned implementation, after the receiving set received 
the preliminary announcement information on the key which changes with time amount, the case where the 
transfer request of a new key was advanced was stated. However, the configuration of sending to 
coincidence not only this but the key the above-mentioned sending set is due to use for a degree in addition 
to the key of which the transfer was required when a sending set has the transfer request of a key from the 
receiving set which transmitted update information instead of the above-mentioned preliminary 
announcement information, and received the update information may be used. Here, when the class 
(namely, class of encryption) of key is updated with time amount as mentioned above, the above- 
mentioned update information is the information for notifying to a receiving set that the updating was 
performed, and is generated by the modification information generating means 208 (refer to drawing^ ). In 
addition, the updating execution information generation means of this invention is equivalent to this 
modification information generating means 208. 

[0091] In this case, as shown in drawing 5 , the Inn-transition information that independent 1 bit was 
secured will be equivalent to the above-mentioned update information, and will tell a receiving set about 
the timing which uses a new key. 

[0092] That is, in drawing 5 , if the receiving set has received the key Al and the key A2 to coincidence 
immediately after time of day Tl and the Inn-transition information is reversed from 0 to 1 at the time of 
time-of-day T3, the receiving set which detected the timing of this reversal will start use of a new key (key 
A2). Moreover, the transfer request of a key is performed as the receiving set was mentioned above to the 
sending set at this time. The key A2 current in use and key A3 which is due to be used for a degree are sent 
to coincidence from a sending set to this transfer request. Therefore, what was already sent will be 
overlapped about a key A2. Then, although a receiving set holds this about key A3, about a key A2, the 
already acquired key is used for it as it is, and the key A2 sent to the 2nd times is thrown away. In addition, 
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it is easy to be natural even if it uses the already acquired key unlike this, substituting it for the key A2 sent 
to the 2nd times. 

[0093] Moreover, in drawing 5 , at time of day T5, since it is reversed to 1-0, after detecting this reversal, it 
becomes the same actuation as the above. Of course, the above-mentioned contents can be similarly 
applied, even when changing the algorithm of not only a cryptographic key but a code. 
[0094] Moreover, although the key was transmitted as it was as decryption information with the gestalt of 
each above-mentioned operation implementation in order to simplify explanation . which may be what kind 
of information as long as it is the information to which decryption information is not restricted to this and a 
receiving set can create a key ~ for example So that may encipher a key, it may transmit to a receiving set, 
a receiving set may decrypt the enciphered key and the key itself may come to hand . which may be carried 
out . which may share information required for this decryption between a sending set and a receiving set in 
the case of authentication procedure, or may be beforehand stored in a sending set and a receiving set at the 
time of equipment manufacture - if it does in this way, even if intercepted by the 3rd person, a key will not 
cross transmission of a key to the 3rd person. 

[0095] Moreover, although the case where an encryption key was changed with time amount also about the 
data of the same copy management information was described, if it is the configuration of changing a key 
and the algorithm of encryption for example, not only according to this but according to copy management 
information, even if it does not make it differ in time, it will be available [ the gestalt of the above- 
mentioned implementation ]. 

[0096] Moreover, although the gestalt of the above-mentioned implementation described the case where a 
copy free-lancer, the one copy possibility of, the ban on a copy, etc. were used, as copy management 
information, even if there are some from which for example, not only this but the count of a copy differs, it 
is easy to be natural and does not restrict to these. 

[0097] Moreover, record media which recorded the program for making a computer perform the function of 

the gestalt of the operation described above and the means of all or a part of each means given in any one 

example of those modifications, such as a magnetic-recording medium and an optical recording medium, 

can be created, and the same actuation as the above can be performed by using it. 

[0098] Moreover, using a computer, the gestalt of the above-mentioned implementation and processing 

actuation of each means of those modifications may be realized by software by work of a program, or may 

realize the above-mentioned processing actuation in hardware by circuitry characteristic [ without using a 

computer]. 

[0099] 

[Effect of the Invention] This invention has the advantage in which protection of transmission data can 
carry out much more certainly compared with the former so that clearly from the place described above. 



[Translation done.] 
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3M£2 0 5tC*tLTffi*f KttJ£# 

aflffW)WStcjc6l5T. i»^fbffl«ti:LTif<oy;i/-y 

- Kttfflte LTgl?&fc#IS2 0 3 Kffi*-**#«T** 
*. rat^-lfSfi^^fb^-K^Ottjmjgtc^ 

-T*. gHB£#©2 0 3tt:. =E-K^*S2 0 

2^&CDH&^-F«#l^oT, 8H&£*lfe«©$0l> 
(^l-^AXH B) rtKLfcWC, Bf-iUb^ffl^ 
0 3 a 5r^S-frS^IST'$>-5o 3£Dg&D3fc£ 

«y#^.*-f $>y«*#S2 0 7*»e>©«y#A. 
y, B-o. j8*anfc*a^T*a:*. 

[0035] z.z.x\ _hjzELfciiy> nt'-^-f^gil 

[0 0 3 6] BP*), 3(c|ISfe©^ffiT'li, _hfB3®iC0n 
^-^W^ICMISLT, 3tf-7 U-T'ti, Bf#-fb$: 

[0 0 3 7] X, ^*#*IS2 0 4 H M^^S2 0 

3 tC<k y 9B£3*l&tt2 0 3 a 5:-B#6*|lc«#L, 
LTV^6«2 0 3 a Sr«F^b#a2 0 5tC{li^i-S#ia 
T'feSo WHWb#« 2 0 5 14, -r- ^ aiiJ*IS 2 0 1 A^ 
b&jjZftXgt-W&T-Z 2 0 1 a £g£&#*©2 0 

4 fr£>&e>tlT&fe*t2 0 3 a SrfflV^Bff^fcU WW 

2 0 5a £A'>;/>r>y h4fi!t#m2 0 9{C{U*-r 
S^IST'feSo ^13^^182 0 6 ti. gflNfi«*v6«ai 

<g|20 3 aCO@E^^|Bl»i)i<It-«fcy^\ X, ^ 2 
0 3 a ©K*0>*s7L.feBfe«jy 
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®2 0 7tcH§6#i8T*ifc-5„ mmxzj$.yv®&^ 

©2 0 714, ±5Sbfc*tC i E-K»£#«2 0 2lC.fc 

»j *s s nfc*© sou- ?w »c as v \x , B«a h 1 *» test 

«*.1t«2 0 7 a &*B8£^a2 0 3&l«3EflM«»4 
#©2 0 8icai*^«T*.*. S35flH»8ft^«2 0 8 
tt, gH5fiJ#©2 0 6, «»J*A*>f5>^«5e¥®2 
0 7*»&®1lWIS:f§T. >f>-h5>yS/a> ^-K 

*J» i E-KaS^®2 0 2*»e> 10 

f?Sc#l82 0 9 ^m^-tS^IST'feSo 
[0 0 3 8] ZLZ1T-, -<>- V^Z/Viz-ay^- K1i$g 

[0 0 3 9] X. #2lteew&Mrt?tt. Bt-f-^E- KiWSi: 

^fe7>fV?n;^A'>r-v N^y **9 0 OftCS y 
-^/K9 1 OKHMftSnstxOT*. 2l^y H*<b&-5-r 20 
-#20 8 atfeS. 
[0 0 4 0] X, ;©2tf7hf-!5!2 0 8a©^- 

n^-Wf#$B («W=e- KAHILIS) XlM 

[0041] 3 if- whms^^ tr- -7 u --et4 

0 0, nhf- l [gpitBTtt l 0, n^-££itT-l4i 1 £ 

[004 2] J^*TV h&f&^m 2 0 9 14, fc-5 2 - * 30 
20 5 a (Ef6<£>^-*9 0 5C*ffS) i:, Sy7-f 
KlC&3ft$ft£ 2 t^y t-r-# 2 0 8 a ££*§T, 
l^jifflCfcU^-^A:*. 1 0 5_h-^^f $n-5-r : -# 
A-!r>yH209a&MU -e*l£D- I F 1 3 9 4 A 
ffi73#J=81 0 1 a{Cffi7Tt-5#l§!T*&6. ft. #^£6feGC> 

[0 04 3] X, D-IF 1 3 94A3i^l01a 

1 3 9 4 i o 5 nmssm. 1 o 1 tow-erw 

AffiA&fT^. "TJ&tot.. h£f£#lfS!2 0 90ffl 

^-TS-r-^^'V h2 0 9 a {74V7XlJ7*rt>TV 
V) , «J:l«IBffll#«2 0 6©ffl*-t&«flBB2 0 3 
a (x-f S/^n^/NVr-y M S:1 3 94;U105 
±lcaj*'T-£>th : fe)lC. 1 3 94;U105^^|L 
fci-f D W<T7 h «:«S«f fi2 0 6 AfcUJ 

a-**#at?*s. 

[0 0 4 4] #UC B3&JSWC, #£tfea>X?jna>$fll 
[0 0 4 5] BP-fe, .H3(Ca%"t»tC, D-IF 1 3 94 50 
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AUS##«1 0 2 al4, 1 3 94/U1 0 5£^f|£g 

?n-^-7>AVr>y h©AUJ*S:4f^. -f&*>*>. D- I F 

1 3 9 4 AftJ*#l9! 1 0 2 a 14, 1 3 94;Ul05^ 
*>9&\,tL74VWJ7*>'VT*j h©f-^/'^ , y h2 
0 9a Sr/NTTy MBM3HI13 0 1 ld#LTffi*U 1 3 
9 4;U 1 0 5^e>^ILfcx-f i/>i?a^-^./'^>y h 
<D^t^2 0 3 a £gtA#¥#3 0 2fC»LTm*-f * 
^IST'&S. D- I F 1 3 9 4Affl^Sl 0 2 
a 14, |*A##«3 0 2©flMrr6, x>f*/>^D^ 
>K>r>y HT**Wt«*Si&R*«: 1 3 9 4 A* 1 0 5(C 

[0 0 4 6] y<Wry hft¥Sc#l£3 0 1 14, D- I F 1 3 
9 4 AHi^#l9!l 0 2 art^Ox-*^"!' h 2 0 9 a 
S:»T, A*-yh©rt. Sy7^-^K9 10 (06^ 
JSC #&2lf«y HflD^-difeamU -€-<2>2t^y h^- 
* ©rt«S:«HftLT. Jtfffi L£ 2 b^y h^- # Sr^E- K 
&{ii#©3 0 3^i2t»J, X, -¥-*v*W>- h^>S^a 

2 Ifv h-r-* Sr«^b#«3 0 4 S#©T'«> 
&. X, A^rv hftl^#IS3 0 l li, 2 h-r-#© 

9 0 5 (S6#Rg) St^S3 0 4. Xii^-^IB 

[004 7] =E- K1tm#m 3 0 3 14, y\°>!r >y h8¥§s# 
S3 0 l*»feiil6>4XTgfe3tr-«31flM8«>l*efcli 
^ M-^felSSWCJSCT, ^r-^9 0 5ffltfi©i 
&A#-T«M8S«3!>«»4&B©flMRS:ttX#¥«3 0 2^\il 

[0 0 4 8] |tA¥#!93 0 2(4, ^E- KfcffifMas 0 

*.fe«!><Z)«IWtoieaai#«:D- I F l 3 9 4Aa3*¥ 
©1 0 2alCiMS#|gT'S>Sc US. ZLZLTfiH^Zli: 
tt. iffl*SJaS#JC»4. 'E-'Mfttti^as 0 3 3^6>H66 

[0 0 4 9] fSS. ^CD3b^-W31'tt?g©^#l4, ne- 
•&IC14, HHIiggl 0 1 l4^o;b-;b$:^loTfe»J, 
h©o i o oicsaftu lo^ooioc^itst^ 

[0 0 5 0] X, 8IA#4Mg3 0 214, wlif^S 1 0 1 
W*»&«iSa*lT*fe«1f«2 0 3 a 3 0 

#1914, yc^ry hft¥fs#l$3 Olt, J E- K«m^S3 
0 3 Sr^O=focDT'$)-£>. 

[005 1] m&ft^BLZ 0 6(4, StA##l9:3 0 2* 
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[0 0 5 2] &-*Hfc3M93 0 4 I*. mk&Z-m 0 6^ 

t><nmmt^>rv vfsm&m o i j*e>©*©8EM* 

$83 1 0 h UT. Ht-*-* 9 0 5 fcttWT** 

[0 0 5 3] 5 s — *|B*pg£#®3 0 51*. «Wfc#S 
3 0 4 T'&^it a fife. A V t 1 - # £ X l*. >^7r ? WSHSE 
#«3 0 l^bffiKiS&nTSfcAV-^-^&SS^S 

JCW»i-S#ST?*6. X. *P»tii*#®3 0 8tt, -r 

-*ia»?f^^S3 o 5 & *&m*-r*^ 

[0 0 5 4 3 ft. *-©ftil©§{g§£it 1 0 3 — 1 0 4 ICo 
[0 0 5 5] JeJLL©*lfiRlCj3V*T, &tc, *HSfe®^ffi 

[0 0 5 6] 04 1*. #5Qfe©?£Ji©Sy-7>f-;i/K9 20 

10 (H 6*180 JCttttSnfe2Vfy h^-f&lWM* 
[0057] Ei4tc^-r«kolc, 4gS£<z»&]K-ci*. 

'fSKS 1 0 Hi, B#&|T 1 £T*l*|g 1 0 
1 B$£!|T l^bT6 ©fglT*t*£l 2©AVr-^4 0 
2£, *UT, W^T6;fre>T7©|Hri?tt : fifl»7 : -*4 
0 3i, »C, $3<DAVf-;5!4 04?:l 

3 9 4;U 1 0 5±lZl&xkLT^Z>*j<D£.-t&. 

[0058] z.n^m&-?-*<D^¥- { gmwt& 
-**it, =1^-1 nipiii, -euT^tf- 

7 S -*4 0 1. $2©AVf-54 0 2, -eLT^3© 

AVf-f4 04 ©iisatii. «v£tti©jiB#tciOi/- 

Vb. 40b- "/A, *LT^;i/-:/B#*4x**i«J&-* 
•?>„ X, WF-r~*4 0 31*, 3tf-7U-T?*»J, Hf 

W bS*u&n©T?RS"*- s 40b- :/(*## L&v \, Xic 

X. ^2©AVf-^4 0 2©©H4'i:, $01/- 
*T?«HH*#3|1IH*T «A1~A3) 3*l6t)0)tt 40 

So 

[00 59] ( 1 ) 5fe"f . BSifflT 1 fctfelCfcttSttflFS: 
[0 0 6 0] BP*., ?-K8al?S2 0 2 (B2#Rg) 

A£&«>T, >B8£#«2 0 3 fttft£¥l!!2 

0 31*, **;i/-^Alcfc^T, «F<WIA 1 feffeSUT. 
j^##ia 2 0 4 mmt^&L 2 0 51*, 50 
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#®2 0 4#&i£&*lT£fcl*^«tAl&JBvvt, 452 
©AVf-^4 0 2 fcUSHHt-f*. >^7ry h£J**«2 

0 9 ti, ur^ftianfctis 2 ®Avf- #402 fc^-r- 

* 9 0 5 U SOSflHt«*^S2 0 8 ZftLTxk^tl 

Tgfcu^-mtmoy r i oj &sy?-f-;i/K9 1 

OlCttJULT, T-trVTV hfc'l/tD- I F 1 3 94 

[006 1] 3MSl£tt 1 0 2 (B34N80 T'l*, 

1 3 94 AX 1 0 5±tC*B&a*lfe*2©AV7 : -*4 
0 2&f$tt : r—#rt ) T'y N5:D— I F 1 3 94Affi*# 
©10 2a fert-LTSflW*. 

[0 0 6 2] ftttWlCl*, A>r>y >ft?Sc#!83 0 1 *\ 
%m2nt=.7 : -*^>rvhfr < bSy74-)lF9 1 OK 
«WaTV^&3h:-««fl|«Tf»6 2^'y h^-* r l 
Oj troWSfrfeSlf-f 9 0 5/j*tWtS 

moM* A#-r *i0*#&* ©©fif$E£ lt, ±aa 2 br 

yh-r-* rioj &ttA##®3 0 2'\£U>. ^A^ 
#183 0 21*, 2tfyh-r-# r 10j fci£ffi$£8©il 
SU#^il £8sx.T, (£##!© A#£M$&-f6£*©J»lf 
$8©$K&1I*£D- I F 1 3 9 4 AJtJ*#© 1 0 2 a {C 

as*, f& mgmm.<nmm^\$. v-x i d 9 o e 

[0063] n& *Eaaw^©3tf-^«a©#fcf© 
^j#ici*, ±)4Lfcii i J, 2 at »;©*>»;##**>. ' 

[0064] j^fflSS 1 0 1 <H2#flg) T'l*. gfi^ 
fil 0 2^e>fflW*B©«iS5l#fe5Mrt<&. ^S5ff# 
|g2 0 6li. _tiaei^SI*©^f 7C i: ©m^©isi£^i 
^^#©[2 0 3tC^rLT. CSSS^tCfd' 
anTV**±IB2tf«y h^-^ ri Oj (3tr-«a« 
ff) $:iH-&„ ZLWKII^^tl*, tB#^iEbv^#ST' 

2 0 31*. -t© noj cjws-rsufif^- K (HP*>, 

fe^tWlfet, -5-©H?:^-r**\ »*vM4JRtc 
fmOTfi!#atlTV^nU>lAlS:#**»LT, ±IE 

f£am*©9^S7T;iC*tUTe«li-S. 118ft. Zl©«tc, 01 

bb^#© 2 0 6A«, mm^m 204 ic«#3*it v n* 

Bf-^A 1 Sr*©**l5aS«-fK:, ^^fc^, feil^* 
^C#$nTV^S±gB2l^'>y h-r-i? Oj (3tT-flf 

auBS) feffl^-r. ■f*nc*K5-t*«©^;i/-^tF, 

-e©^;i/-^rt©Bf#il5:i^^'^iiLfc©l*, 
©IM©«T?»^fc5f;iEff»S:l»iti-*fc«>T-»6. 3 

[0 0 6 5] Sfg^Sl 0 2 <B3#flg) T't*. 

glA##©3 0 2#, 0 l«*^e>«3IS*iT 

*fcB8MH»A 1 *»T, smm-m 0 e^vm*. ^ 
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it^m 304 \tmM^m 3 0 6 & hnr~. b^*a 1 

WH^fc $ tlfef 1 - * U "T" * iB$S#£#® 3 0 
5 {CjSSo 

[00 6 6] ?-*1B*W£mkZ 0 5tt. Sy7V- 

;i/K9 1 otcttswsnr^s-r-* n oj tfntf- 1 

307, «^ffi*#a3 0 8jc*Hi*»cm*-r*. 
[0 0 6 7] "r-*K«S£#«3 0 si*, m 

2©AVf i -*«:S3*-f5*£, Sy7^-;i/K9 10 

ri u fc*gjM.fc±T^SEK«BWS:fT-5fc© 
T?»S. Z*Ui, JtKKM»Cj:y3lf-#lIIgSff3*i 
feifctCfty, *©ffl««^rt»e>©-t©«©3£-ttail 
itt^Sea^T?**. <BU ^-^9 0 5©*^ 

«2©AV^-*©ISS6*W«a*l6T lflfjfltCfeV^T 

n*©T. ^Sl0 2tt, Jb»©*MC*rfcfc>IS:A 

IHSH&ifift7*fe«>. #2©AV7=-#©2HIII»&*»e>L 

v*. Ui&<©lfili:tt. gffiiaSlffiio 

2ffl!l(C^3^T. $Tfc&8i©A##^7^£ST*©P^T:-& 

[0068] ( 2 ) «WC B#£!lT 2 ~T 3 VLlSM*>Wfe 

[0 0 6 9] £©RJtt. Sy7^-;i/F9 1 OlC-f;/- 
h^^yS/a^-KftaS-tSOEflttR r 0U /ftgtAS 

*ith*. stfl^ssi o 2<»A>Tv hmm^ms o 1 

1*. Sy7^-;i/F9 1 OlZ.ZKy h-^-* ^0 1 j # 

1 j t:VLWt&8l 3 0 4 /sja y , «fc©3gffitf £* B £^ 
SU tt*fb#a3 0 4tt. frfcfc&^t!yi©i$MI£P»8 

X. i E- Ktfeffi#«3 0 3 It. ±R2\Z*j 
-# roij *90Stil»T?»*rfc&*ffiLT, g|A# 
#IS3 0 2tC*fLT, #r£&i§©A##&^T*&6BS: 

fett©«aa£*»aRu ±aLfeay. =n;-«iiflwi 

£©•£; Sy7-f-;i/K9 1 

- h^^^s/a^- K©fli*j^e>ftT<siMWinc 
ot. mx^ms 021*, mmmmi o 1 »c#lt, 

M&©3£-«SH1BI© rioj £gS/LT±f6£i©$.£ii! 

[0070] ma. ito^-^AqaganTv^v^© 

T% ntMPItiHR© ri Oj feaSfcfcHttfltfcLTfc 
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[0071] mmmm 1 o 1 -ei*. ngs^#©2 

0 6^±l3«ffe«s*l©lKiiai#«:S»7T, « l JfA^ 
5 >yftJ6^«2 0 7 £ «fc »J»3£ a*lS«rSHT 3 fctt 

«an*f*c«rfc&iA zc5Si*fei«ffifa2 o 3 

£&attfc*rfcfc»lA 2 fe^fliSS 1 0 2{g|| 

<Dmm<Dm&m#z%m vtzx^mmi 0 1 «t& 

%mm$<<DffltK^%! LTeili-SfJ(C±fB^lg*© 
$HS:rc£©mS©f^^££*ToT^fc. d©1££lCgE 
10 tcSBE#W*)WI*7LTV*6©T. 4lStt (BP"&, <$£!l 
T2*»6B«8lT3©WTftt) . gS©iw2BrjlC#S18IE# 
K£€tfTe>jB*ttfc^. t& £j«Sftfc«|A2tt. ttft 
##K2 0 4'\=bi£<b;ft.i>„ X. glB5^#©2 0 6tt. 

m^©^ y t y ©«*. smhsii 1 0 2^©gt©®?fctf 

^57Lfc£i:S:«IBUT, S5fl^S7flMt2 0 6 a WJ 
eiL*W5>y«3fe#«2 0 7/siSfi. «y»A#-f5 
>^#12 0 7lt HSft^57«* tfWt 
3&2 0 5IC#LT, -€-4x*-C<efliUTV^fcltS:«Ma? 
#©2 0 4 j^&#fc«ffc«i«|A 2 IC^3ELT, Bf^-fb^: 
20 «-5ifcS:*fim-rs. ZL*UC«fcy, IftJBTS^bt*. I* 
•^tA"2 lC<t y«H*ffcSnfc#2©A Vf-^ 4 0 2^ 
f-^y^-y htLT1 3 94/Ul 0 5±(C^j2|$n 

[00 7 2] Sffi^m 1 0 2flBTti. Ji»C«rfcj&»A 2 
tiA^TLTVN«.©T% «p^«A2tCj:y«F^fbatl 
fef2fflAVf-^4 0 2tf'r-#rt>rv h£Hl>T$: 

mi>t=.m&X'*>. iB«Hfc<i*iiffl#*. *omv$m 

it. ±3iEUfc (1) ©^-il|Bl«T'&Se 
[007 3] ( 3 ) «P*1T 4~T5 iC&tt&g&ft 

30 S:ii^^>. 

[0 0 7 4] Zl©®^li, «rfeft»W»A3T*>*/aS: 

»v^T, ±fiB (2) tpJiTffcS. 
[0075] 3©«ke)»C, fil— ©=£- Krtcasv^T 

[00 7 6] — 73, [rI— gtlC J: 5>Bf^b-r- * ©S^* 

y. fie *^*cpiEJcisp»a*ife«6©« 

40 §t»^S<^-53^5:#Ji:L^=fe;©T'&-5„ 

[00 7 7] (4 ) BSp^JT 6 KfeW6«M^feJfi^ 

•So 

[00 7 8] Zl©^ti, B#gljT6tC33VNT=re--7'J 
-©^f-*-^4 0 3©|Sa£j!flPB»S*l«>©T?, B&^t 
tt^PffiL&V^ «toT. B#S!|T6ffliiCi{fTt4. ±M©« 
^tLT0H!I1f« ro 1 j ttffiStift^. 

[0 0 7 9] 0 2T*». A'^-y hft?gc¥ia3 

0 1^ Sffiatife-r-df^'T-'y h©Sy7-f-;i/K9 

101C rooj *<|ftBa4XTt>SiilS:ttfflLT. Hf" 
50 -*9 0 5^iBf■^-fb$4^TV^^^^tit ; lJ^LT, ^-r-* 
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9 0 5 &-r-*f3$W}£#K3 0 S^mmZ. X, it 

mmm.i o i iztt-tzmomxm&wyt)**^. 

[0080] ( 5 ) B#£ijT 7 £ J3tt*ttf£&>4'< 

[0 0 8 1] 3<Z>»£. tf5&m.<&r-#tms<?>AV 
f-^4 04T'fe l J, ^na^tr-gy^©-?- 
ZLtfrb. ±13 (l) ©ttefcBWrtSliHI 
f& #3aS©J8»T?l*» ±MLfc*iE&lfc^©fi¥Sc£R& 10 

*y, ?|ifflAVf-f 4 o loHHtflsictt 

fflbfeHB lfr&itB 21C30SLTHS. <BU iBl 

[0 0 8 2] fci5T?, £3 ©AVf*- 
fcfc LT%^;ft^©^lE4Ta&£l*lt^& 3 

[0 0 8 3] BP*>. 1 3 9 4/t* 1 0 5±©£3j^T?^ 
lEfMMtfffctW SflBStBl 0 2#a»Lfc»3©AV 
7-*-#4 04JCfcV^, Sy7>f-;i/Kffl r 1 1 J 1f$6 
# Tioj »cgttfcS5ftT^*»£«:4M.S. 

[0 0 8 4] 0 2 (H3*flg) 14. ±i>£L 

fefcfcU. z:©3a&£;ft£: rioj oyf-9^WtXX, 

#©2 0 6 (EI2#fi^) 14. **.e>ftTHS rioj S: 30 

2 0 3 'siJ&y, gt38£#©2 0 3 «, f l 
0j tC»flrt-*«CD^-^ , RtJ t . ^©^-^©Hf 

y;i/-^Alc«-f&&££f£U •ttUfZtffl&Ml 0 2 

^e>n*. Sfiiss i o 2©*inb#«3 o 4 «, sjs 

3CDAVt : -^4 0 4CO^(C, $Ol/-:7AtCjW**l 

-^BtCjHf «0IB 2T'&£;fr'bT'&S. 
[0 0 8 5] {jEoT, ^-^IEaSlf*#©3 0 5H iE 

HBRriOj ©rtsgil'J, l ta«WIBIMSE»fcl3(rr* 

*T2^4MSfc&*7&i:&-2>©T'&-S. X, ~©l§^ 

&t^lC-r-*fi2lf;iS£#IS!3 0 5 fcHftaLTJStvTfc 

[0086] *mi<ai&Ht<&Bmt* ±Mzmj&<D 
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t fc*>-r- * ©«BflWWCf& £T±fE-r- * ©i£fiicjg 

©7;U=ry XA©^*#£LTJIf«fyCl4, #I*J4. * 
&<#»T&©tKfc 2 iiy ©■«£»;##&«>. MP*), —3 

«. iswtiisPiffl*- ^ib» & a s z. t iz j: »j . 

MiLti. ffifcT-tlZttLT. S|l©IWb«BIS: 

a&awiufca^fflWHHb-r-*^ ±fsifii£:m2© 

^©A- Ktf *7-©1**&«a*lCi-Sii:fc<g©BBi 
3RS=b©T*fe&„ 1*6. i©»£\ 3R#©*>Wfc-r-*© 
ifr&©SitKttra&W^i'T?&*>. X, £#©«£. ffil*. 

e>"t!:*i:v^*>©T*s. w. 3©#£> 

[0087] _tiESife©^ffiT*i4, "r-z^mn^. 
atr-i eiRTte t ^ wf- * ©fe#©t^ic, 

S y V J -)V ^IZ^m^tiX 3 tr-flSHlWIS:«* 

ia«isflfe¥gwi. mT-*(Dtpiz<s£tiT^zn¥-m 

i3\ -Z<Dfc 8Q©flBMS£M(c2!fe3n&*&. Sy7 

VN^*b» ■?•©S!^©fB^i^Stc^v^T^ggL^ca^t : fe 
#X?>ft5. tZ.X\ **14. jR*©Hatt-«[S"&* 
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